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THE CE TURY-OLD ARMS RACE BETWEE LAW
enforcement and privacy is heating up. Who
wins? Who should win?

Your answer to the second question depends
on whds trying to keep his communications pri-
vate. In the 2006 movie Das Leben der Anderen,
the bad guys are the secret police. snooping on
dissidents. In the digital battlegrounds of Tehran
and Tiananmen, you root for the privacy seekers.

Butwhat if the subject of the bugging is a gang
of terrorists planning to blow up a synagogue?
Or a crooked governor sellinga Senate seat?Then
you realize that a victory for privacywould not be
an unmixed blessing.

Like it or not. privacy is going to win this
battle. One reason is that mathematics favors the cipher. Add a
few arithmetic steps to your encrypting program and you slow
down your computer by a few seconds but delay the code crack-
ers by a few thousand years. In his column on page 43 Lee
Gomes looks at encryption from the everyday perspective of a
Microsoft Office user. For people who take the trouble to use
long passwords. security has gotten very. very good. On page 40
Andy Greenberg explores a breakthrough in coding that. while
purely theoretical today. could someday lead to better privacy in
a world where most of your personal computation takes place at
a far remove from your desktop.

The other factor is the likely drift of the telephone network to
the Internet Protocol. the format used by Skype. Voice over IP
converts conversations to packets of bits that can be easily

Spy Versus Spy
encrypted with secret keys invented on the fly.
Code your phone calls and all the wiretap war-
rants in the world won't allow the FBI to listen in.

Chief proponent of encrypting phone calls is
Philip Zimmermann. whose Zfone software
handles all the details. Mainstream phone
companies are for now just sniffing at the idea.
but it's quite possible that. in a world of IP
telephony a decade hence. encryption will
become the default option.

Zimmermann is a hero to privacy fans for
winning a battle with the government in the
1990s over his Pretty Good Privacy encryption
program. The feds thought PGP was so powerful
that it should be regulated as a munitions export.

They eventually backed down. They had to. Encryption these days
boils down to some well-known computational tricks. It's one
thing to stop a missile launcher at the border. quite another to
interdict an equation.

Outlaw encryption? That would be not only impossible but a
big mistake. So much business these days hangs on secure trans-
mission-your Amazon order. bank wire transfers. government
purchasing. Yes. al Qaeda uses encryption. Bank robbers use
getaway cars. but that doesn't mean we should outlaw the auto-
mobile. In the next century the law enforcers are Simplygoing to
have to live without wiretaps.
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